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“Taste, Ties, and Time” Project

The Problem:

Those wanting to understand social network dynamics
have difficulties obtaining useful & complete data

The Possibility:

Facebook provides both detailed information on
individuals, as well as a map of their social graph

The Solution:

Download the Facebook profiles of an entire cohort of
college freshmen

Repeat each year for their 4-year tenure
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The Initial T3 Dataset

1,640 in cohort
97% discoverable on Facebook (by the RAs...)
88% viewable on Facebook (by the RAs...)
Manually-downloaded all viewable Facebook

profiles

Includes all information users post on their Facebook
profile

Co-mingled with university-provided data
Housing, major, etc

Coded for gender, ethnicity, nationality, political
views, cultural tastes, Facebook friends, etc
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The T3 Dataset

Uniqueness of the dataset
Naturally occurring
Includes demographic, relational, & cultural information
Housing data allows of physical vs. network analysis
Complete social universe
Longitudinal

“We’re on the cusp of a new way of doing
social science... Our predecessors could
only dream of the kind of data we now have”
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Initial T3 Dataset Release

As an NSF-funded project, the T3 dataset was
made publicly available
First round released September 25, 2008

Prospective users must submit application to gain
access to dataset

Detailed codebook available for anyone to access

In first 2 weeks, dataset downloaded ~24 times
by approved researchers
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“Anonymity” of the T3 Dataset

“All the data is cleaned so you can’t connect
anyone to an identity”

Non-identifiablity of the dataset is debatable

Consider the uniqueness of one’s:
Social network
Particular cultural tastes

Dataset has unique subjects
Only one Iranian; one person from Wyoming, etc

If we determine the source, identifying individuals
within the dataset will be trivial
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|dentification of the T3 Dataset

With the AOL search data release fresh in
mind....

| decided to see how hard it would be to identify
the source of the dataset...
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|dentification of the T3 Dataset

Source was described as a “private college in the
Northeast United States” with 1,640 students in
the class of 2009

Only seven private, co-ed colleges in Northeast
US with total undergraduate populations between
5000 and 7500 students:

Tufts University Quinnipiac University
Suffolk University Brown University
Yale University Harvard College

University of Hartford
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|dentification of the T3 Dataset

Unique majors in the codebook:
Near Eastern Languages and Civilizations
Studies of Women, Gender and Sexuality
Organismic and Evolutionary Biology
Sanskrit and Indian Studies

Unigue housing described:

“midway through the freshman year, students have to
pick between 1 and 7 best friends” that they will
essentially live with for the rest of their undergraduate
career
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|dentification of the T3 Dataset
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Tufts University Quinnipiac University
Suffolk University Brown University
Yale University Harvard College

University of Hartford
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|dentification of the T3 Dataset
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With only a few Web searches, and without ever
downloading the actual data, the source was
easily determined

Knowing the source makes identifying certain
individuals within the dataset trivial

“I know that one Harvard freshman from Wyoming”

The anonymity and privacy of all subjects in the
study becomes jeopardized
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“Anonymity” of the T3 Dataset

“All the data is cleaned so you can’t connect
anyone to an identity”

To their credit, the researches were aware of the
possible privacy threats of releasing this data

But were the steps they took to “clean” the data
sufficient?

Significant issue for emerging research ethics in Web
2.0 era

13 Michael Zimmer :: CEPE 2009 June 25, 2009



Efforts to Address Privacy in T3 Data
Release

Only those data that were accessible by default
by each RA were collected

Removing/encoding of “identifying” information

Tastes & interests (“cultural footprints”) will only
be released after “substantial delay”

To download, must agree to “Terms and
Conditions of Use” statement

Reviewed & approved by Harvard’s Committee
on the Use of Human Subjects (IRB)
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1. Only those data that were accessible
by default by each RA were collected

“We have not accessed any information not
otherwise available on Facebook”

False assumption that because the RA could
access the profile, it was publicly available

e : waukee and Friends

Friends of Friends

Personal Info & Only Friends
Customize...

RAs were Harvard graduate students, and thus
part of the the “Harvard network” on Facebook
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2. Removing/encoding of “identifying”
information

“All identifying information was deleted or encoded
immediately after the data were downloaded”

While names, birthdates, and e-mails were
removed...

Various other potentially “identifying” information
remained

Ethnicity, home country/state, major, etc

AOL case taught us how easy to re-identify
*anonymized” data
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3. Tastes & interests will only be
released after “substantial delay”

T3 researchers recognize the unique nature of the
cultural taste labels: “cultural fingerprints”

Individuals might be identified by what they list as
a favorite book, movie, restaurant, etc.

Steps taken to mitigate this privacy risk:

In initial release, cultural taste labels assigned random
numbers

Actual labels to be released after a “substantial delay”,
in 2011
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3. Tastes & interests will only be
released after “substantial delay”

But given this valid concern over these “cultural
fingerprints”...

Is 3 years really a “substantial delay”?
Subjects’ privacy expectations don’t expire
Datasets like these are often used years after their
initial release, so the delay is largely irrelevant

T3 researchers also will provide immediate

access on a “case-by-case” basis

No details given, but seemingly contradicts any stated
concern over protecting subject privacy
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4. “Terms and Conditions of Use”
statement

19

. | will use the dataset solely for statistical analysis

and reporting of aggregated information, and not
for investigation of specific individuals....

. | will produce no links...among the data and other

datasets that could identify individuals...

. | will not knowingly divulge any information that

could be used to identify individual participants in
the study

. | will make no use of the identity of any person or

establishment discovered inadvertently. If | suspect
that | might recognize or know a study participant, |
will immediately inform the Authors...
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4. “Terms and Conditions of Use”
statement

The language within the TOS clearly

acknowledges the privacy implications of the T3
dataset

Might help raise awareness among potential
researchers

But “click-wrap” agreements are notoriously
iIneffective

Unclear how the T3 researchers specifically
iIntend to monitor or enforce compliance
Lacks teeth...
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5. Reviewed & Approved by IRB

“Our IRB helped quite a bit as well. It is their job to
insure that subjects’ rights are respected, and we
think we have accomplished this”

“The university in question allowed us to do this and
Harvard was on board because we don't actually talk
to students, we just accessed their Facebook
information”
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. Reviewed & Approved by IRB

For the IRB, downloading Facebook profile
information seemed less invasive than actually
talking with subjects

Did IRB know unique, potentially identifiable
information was present in the dataset?

Consent was not needed since the profiles were
“freely available”

But RA access to restricted profiles complicates this;
did IRB contemplate this?

Is putting information on a social network “consenting’
to its use by researchers?
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Efforts to Address Privacy in T3 Data
Release
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Only those data that were accessible by default
by each RA were collected

Removing/encoding of “identifying” information

Tastes & interests (“cultural footprints”) will only
be released after “substantial delay”

To download, must agree to “Terms and
Conditions of Use” statement

Reviewed & approved by Harvard’s Committee
on the Use of Human Subjects (IRB)
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Ethical Challenges for Research in/on
Social Network Sites

Understanding of contextual nature of privacy
Anonymity & “ldentifiable information”
IRB review
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Research Ethics Challenge:
Contextual Nature of Privacy

Data collection & release is often justified since
the “information is already on Facebook”

Ignores that Facebook profile information is
shared within a certain context, that carries with it
certain norms and expectations of privacy

Just because made available for one’s “friends” does
not mean should be scraped for research

Some users might have used technical measures to

limit who can access that profile (RA problem)
Need to integrate Nissenbaum’s theory of
“contextual integrity” into research design
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Research Ethics Challenge:
Anonymity & “ldentifiable Information”

The “anonymous” T3 dataset was easily re-
identified
Better care & discipline must be taken to protect
anonymity of data subjects

Concept of “identifiable information” must be

expanded to ensure full protection of subjects
That which is directly identifiable (typical U.S. stance)
Or, anything potentially linkable (typical E.U. stance)

26 Michael Zimmer :: CEPE 2009 June 25, 2009



Research Ethics Challenge:
IRB Review

T3 researchers relied on the IRB’s review to
legitimate the research design

But many open questions about how much the IRB
understood about the uniqueness of research on
Facebook, norms of information flow, etc.

General concern over expertise of IRBs in
emerging research sites & methodologies
“Internet Research Ethics: Discourse, Inquiry, and

Policy” research project directed by Elizabeth
Buchanan and Charles Ess
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Next Steps

28

Refine the telling of this story as a cautionary tale
for research ethics in social networking spaces

Create set of best practices for engaging in
research in/on online social networks

Educate researchers and IRBs on the

complexities of engaging in research on social
networks

Internet Research and Ethics 2.0:

The Internet Research Ethics Digital Library, Interactive
Resource Center, and Online Ethics Advisory Board
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